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Bandwidth Control in WinGate

Bandwidth control allows you to limit or prioritize traffic flows through gateway machines.
Traditionally, bandwidth throttling is organized as a queuing discipline that delays or drops
packets originating from a certain client or destined to the specified consumer, when the amount
of traffic being pumped through reaches well-specified threshold.

Wingate bandwidth throttling utilizes the packet level approach. The driver examines all packets it
intercepts and makes a decision whether the packet is to be delayed/queued or delivered
immediately.

Activating Bandwidth control

Wingate bandwidth throttling is activated by ticking the Enable Bandwidth control checkbox
on the ENS General properties page_

o= Extended Network Driver x|

Configuration | i General

o General :
{} Rauting Status: ||nsta||ed and active E

Fi Il i

?[} HES ¥ Enable Extended Metwork Driver
Port 5 ik i

e art Security ¥ General Purpose Internet Sharing [MAT)
IP Blackhole v Support for multiple subnetworks [router]

& Policies ef Enable Bandwidth contio

Logging ™ Monitor for dead gateways
r Firewall
" Disable WinGate Firswall

" Low: &llow servers to run behind firswal

" Medium; For games and internet applications
" High: Denies all connections from outside

% Custom: For advanced users

[ Pratect my system before “WinG ate has started

¥ Keep Firewall enabled after WinGate Engine stops

Help | 0k, | Cancel

Once ticked, the bandwith throttling configuration window will appear.
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Scheduling

The Bandwidth Scheduling configuration is where you can set how bandwidth is handled

when there have been more then one rule placed on particular traffic.

At Extended Network Driver

Configuration |

o General

. Bandwidth Control

x|

icheduling

General

Rule Selection Method IGiving rarimum bandwidth

Scheduling
% Restrictions b aximum Packet Life |2 3; seconds
T8 Rules Aweraging window |2 3: seconds
{,‘} Routing
6 Firewall Pricrity Levels
Paort & it
IIIE = | ekc:rll L Fricirity | Max Packet Qu... | Priority Switch |
P Blackhole Level1 100 phts 100 phts
£ policies Level 2 100 phs B0 pkts
Logaing Level 3 100 pkts 50 pktz
Lewvel 4 100 pkts 20 pkts
Level 5 100 pktz 10 pktz

1 = highest, & = lowest priority.

Help | Cancel |

Restrictions

From the Bandwidth Restrictions configuration_you can create restriction rules for certain

traffic and prioritize how the restriction is handled against other bandwidth rules that may
have been created.

£ Extended Network Driver x|
Configuration |
0 General | — | |
T_ Bandwidth Control Namel Priority Allowed :
- ] Mark.eting Departrment Level 3 27 % of available
Scheduling 5 ales Department Lewvel 2 35 % of available

i % Restrictions
- 3 Rules

4:} Routing

8 Firewall

ﬂ]} Port Security
IP 1P Blackhole

ﬁ Palicies
Lagging

Help |

sdd | [ Edt |

Delete

Cancel |
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Click Add to configure a new restriction. This will bring up the Restriction properties

window.

X

M arne: I ew Bestriction

— Pricrity Group
£ Prionity Level 1 [Highest)
™ Priority Lexel 2 [Higher]
£ Prionity Level 3 [Medium)
" Prionity Level 4 [Lower]
" Prionity Level 5 [Lowest]

— Restriction

¥ Percentage of available

£ Kilobits of traffic

25 e [

IEI 3: ubsits

" Unrestricted - thiz will only priotize traffic

]

Cancel

Name

Enter a name for the restriction.

Priority Group

This sets how this restriction will be handled (what priority it will be given in relation to

other bandwidth rules).

Restriction

This is the actual restriction rule which can be:
e Percentage of available
Percentage of available bandwidth.

. Kilobits

Restrict by actual Kilobits.

e Unrestricted

This will only prioritize traffic.
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Rules

The Bandwidth Rules screen_is where you create the rules that will apply the bandwidth
restriction

£z Extended Metwork Driver x|

Configuration |
0 General

. Bandwidth Control

& Scheduling

----- Restrictions

. ¥ Rules
{;} Routing
8 Firewall

lIl} Part Security
IP 1P Blackhole
ﬁ Policies
Lagging

Source | Destination | Frotocol | Fiud Restriction | Rewv Restiction |
[ 1921680, 192163.01.. TCPAR  MarketingDe..  balanced

[ Allow WinGate to decide le order

Add Edt | Delste Up | Down |

Help | (] | Cancel |
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Click Add to create a new rule. This will bring up the Rule Properties Window .

Ef x|

General | Saource £ Destination I Tirne Frame I

Protocol I.-'-‘-.II j

[T Contral Max TCP Window
™ 2pply to Induced Traffic
[~ &pply ta Traffic todfrom the Local Machine

Apply Restiction: I j

™ 2llow different restriction to be applied for reverse traffic

Fewverze restriction: I j

] Cancel

General
On the General tab you can select various general options for the rule.

Protocol

You can configure bandwidth throttling rules based on either TCP or UDP or both.
Various options, such as controlling of maximum TCP window size, including Induced
traffic (secondary traffic in the TCP/UDP connections e.g. Ftp Control channels) are
available.

Apply Restriction

This implements the restriction rule configured under the restriction tab.

Allow restriction for reverse traffic

Allows you to specify a restriction for Reverse traffic.
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Source Destination

General Source £ Destination | Time Frame I

¥ Rule iz bi-directional [ Source <-> Destination]

— Source of traffic

IF: [ 192 188 . 0 . &1

Mask | 255 . 255 . 255 . O

Fram Part IEI ﬁ to IEI j

V¥ &y port

— Destination far traffic

IF: [ 132 . 168 . 0 . 35

Mask | 255 . 255 . 256 . O

Fram Part |0 = o |0 =
v Any port

ok |

Cancel

Here you can define the source and destination IP address to be affected by the

bandwidth rule.

Time Frame

Here you can set the time and duration of the Bandwidth rule within various time options.

(mraie x|

Generall Source / Destination  Time Frame I

Day | Active
Maonday All Day
Tuezday All Day
wiednesday Al Dap
Thurzday Al Dap
Friday All Day
Saturday Al Dap
Sunday Al Dap

00:00 - 0015 ﬂ Barm to Spro selected |
EE;S ) gg ig 9am to Bprn selected |
v 0050 - 00

00:45 - 01:00 Al selected |
01:00- 01:15 None selected |

[ 0115 - 01:30

I 030 - 1145 =l &l days like this |

Ok I Cancel I

F
CsC SOFTWARES
PHONE: (519) 633-9551 E-MAIL: sales@ccsoftware.ca WEB SITE: www.ccsoftware.ca

e




